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Fig. 1. Design examples for VR data collection awareness and control interfaces developed during concept brainstorming and
sketching sessions for a VR escape room game. a) Players manage data collection permissions by placing accept or deny stickers in
their privacy book, which is part of their game assets. The top right corner shows the original 3D sketch. b) Upon entering the room,
players encounter a work desk with a privacy notice displayed on a computer screen. They can print the notice, sign it, and submit it
into green or red pneumatic tubes to accept or deny data collection.

Extended reality (XR) devices have become ubiquitous. They are equipped with arrays of sensors, collecting extensive user and
environmental data, allowing inferences about sensitive user information users may not realize they are sharing. Current VR privacy
notices largely replicate mechanisms from 2D interfaces, failing to leverage the unique affordances of virtual 3D environments. To
address this, we conducted brainstorming and sketching sessions with novice game developers and designers, followed by privacy
expert evaluations, to explore and refine privacy interfaces tailored for VR. Key challenges include balancing user engagement with
privacy awareness, managing complex privacy information with user comprehension, and maintaining compliance and trust. We
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identify design implications such as thoughtful gami�cation, explicit and purpose-tied consent mechanisms, and granular, modi�able

privacy control options. Our �ndings provide actionable guidance to researchers and practitioners for developing privacy-aware and

user-friendly VR experiences.

CCS Concepts:̂Human-centered computing ! VR; ˆ Security and privacy ! Usability in security and privacy .
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1 Introduction

Sensors integrated into XR hardware bring data collection closer to the user's physical body than previous desktop

interfaces. As these technologies become more ubiquitous, the urgency to rethink and redesign privacy mechanisms

becomes apparent [32]. These challenges with privacy permissions already identi�ed for 2D interfaces, such as smart-

phones [34], will likely become more pronounced in XR, as XR headsets have a greater variety of sensors, which partly

rely on continuous data collection for functionalities such as tracking.

In immersive VR, privacy notices and mechanisms have been directly adopted from applications designed for 2D

interfaces (smartphones, PCs, tablets, etc.). Hence, these borrowed privacy mechanisms fail to address VR environments'

speci�c needs and challenges and do not take advantage of their unique a�ordances [22]. Existing challenges include

but are not limited to (1) important information being frequently inaccessible to users due to being buried in pages of

legal text [31] and (2) users typically having a limited understanding of how their privacy-related decisions impact their

subsequent experience with using the application [45].

The data collected in VR can be used not only to facilitate user interaction but also to infer sensitive information.

This can invade users' privacy, allowing third parties to obtain information users might not want to share. For example,

telemetry and eye gaze data are indicative of users' well-being, literacy, and vision impairments [29], their political

views and gender [43], and even their identity [30, 33]. Recent studies show that users are often unaware of XR sensors'

granular data collection capabilities, such as their ability to capture involuntary body signals indicative of emotions [12].

These challenges call for novel privacy concepts for VR that are (a) tailored to users and context and (b) engage users

in informed decision-making regarding data privacy. The research questions guiding our work are:

RQ1 How can VR-speci�c privacy interfaces be designed to e�ectively convey data collection and provide mean-

ingful control, considering the unique challenges and a�ordances of immersive environments?

RQ2 What are the key challenges developers and designers face when creating data collection awareness and

control interfaces for VR environments?

RQ3 What are some key design implications that can guide the development of e�ective and compliant data

collection awareness and control mechanisms in VR?

To address these research questions, we employed a mixed-method approach that combines hands-on design sessions

with expert evaluations to systematically explore and re�ne privacy interfaces for VR. Our �ndings show that designers'

key challenges include balancing user engagement with privacy awareness, managing the complexity of privacy

information with user comprehension, and navigating trade-o�s between company and user interests. Based on insights

from design sessions and expert evaluations, we derive actionable design implications, including thoughtful gami�cation
Manuscript submitted to ACM
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to engage users without trivializing consent, explicit and purpose-speci�c consent mechanisms, and granular and

modi�able consent options.

Contribution Statement. Our contributions are threefold:

(1) Low-Fidelity Design Concepts : We present novel low-�delity concepts for privacy interfaces in VR environ-

ments developed through participatory workshops with novice game designers and developers.

(2) Re�ned Design Concepts and Expert Evaluation : We provide re�ned design concepts for informed consent

in VR, evaluated in a focus group with usable privacy experts.

(3) Design Implications : We identify actionable design implications for developing data collection awareness and

control interfaces in VR, focusing on usability, transparency, and trust.

2 Related Work

Our work draws from several strands of prior research spanning traditional privacy mechanisms designed for 2D user

interfaces, data collection in XR, and approaches to incorporating privacy considerations in XR interactions.

2.1 Data Collection Awareness

Di�erent approaches exist to improve user awareness of data collection. Kelley et al. [14] initially proposed the idea of

�nutrition labels� for privacy, which communicate what data is collected, how it is processed, and whom it is shared

with. This idea has been appropriated for speci�c application areas by both researchers and companies, for example,

as part of iOS 14. However, recent investigations showed that these can often be inaccurate and misleading, with

discrepancies between the data disclosed in the apps' nutrition labels and actual data practices [18]. Privacy Badge [11]

is a privacy-aware user interface for small hand-held devices designed to communicate the type of data being disclosed,

when, to whom, and for what purpose. PriCheck [47] is a browser extension providing privacy-related information

about smart devices. Privacy dashboards, such as Google's My Activity1, have been introduced to help users review and

manage data collected online. While it has been shown that privacy dashboards primarily support trust, their actual

bene�t in improving users' privacy remains unclear [7]. PriView [35] is an AR application that identi�es data-collecting

sensors in smart home environments through visual and heat signatures, displaying the tracking space on a smartphone

or a head-mounted display.

2.2 Control Mechanisms

Researchers investigated how users can be given control over data collection. The most common approach to gathering

consent is notice and choice [42]. However, notices often su�er from poor usability [40]. Users generally do not know

when and which data is collected. Furthermore, setting privacy permissions does not scale, leading users to quickly

give up on managing which sensors/data each app and service should have access to [34].

Researchers proposed visually appealing privacy notices [16] and notices considering timing, functionality, and

modality [9]. Morrison et al. [28] showed that users confronted with visual representations of collected data by

smartphone apps became more concerned and often stopped app usage sooner. Studies on user behavior when granting

permissions explored visual cues to support decision-making [38], and statistical insight to improve understanding

of the implications of consenting to permissions [19]. King et al. [15] showed that designing privacy choices to be

personal and concrete supports users' privacy decisions. Liu et al. [23] developed a privacy assistant that learned user

1Google MyActivity: https://myactivity.google.com

Manuscript submitted to ACM



4 Paneva et al.

preferences in privacy settings, with almost 80% of the recommendations adopted with only small post hoc changes.

Momen et al. [27] introduced partial consent, adding an indecisive state that allows users to evaluate data services

before providing full consent. Similarly, an approach beyond binary permission options was proposed as a �ne-grained

privacy permission slider for AR applications [1].

2.3 Data Collection in XR

XR headsets utilize an array of sensors (including many cameras) and bring them closer to the human body, enabling

sensitive data to be captured, processed, and shared with third parties. State-of-the-art headsets already provide access

to behavioral data (e.g., hand and body motion, eye gaze), physiological data (e.g., electroencephalography, heart rate),

contextual data (e.g., size of tracking space, bystanders), and device speci�cations [10, 29]. Such data allow one to

infer information about user demographics (e.g., age, gender, handedness), health and well-being (e.g., reaction times,

�tness level), impairments (e.g., visual or motor impairment), and emotional state [29, 43, 44]. Moreover, XR users often

store online account credentials and �nancial details, including bank account and credit card numbers, directly on

their devices [48, 49]. While this data bene�ts XR users (e.g., novel functionalities) and stakeholders (e.g., target ads), it

also has severe privacy implications for users [5]. A comparative analysis of the network tra�c from VR applications

by Trimananda et al. [46] found that approximately70%of the data transmissions were not adequately disclosed

in the privacy policies. Adams et al. [3] proposed a code of ethics advocating for secure protocols, transparency in

data collection practices, and obtaining user permission each time data is collected. However, practical guidance on

implementing these principles in practice is still lacking.

2.4 Designing Usable and Privacy-Preserving XR Interactions

The design of XR interactions often prioritizes usability and feasibility at the expense of security and privacy. Recent

work addresses this gap by embedding privacy considerations into development processes, aligning the expertise of

XR developers and privacy specialists. For example, Rajaram et al. [36] employed scenario-based threat modeling in

multi-user AR to balance competing goals of usability, feasibility, and security/privacy. Ruth et al. [41] proposed design

goals that accommodate security needs while maintaining functionality, exempli�ed by a content-sharing prototype for

multi-user AR. Tools likeSecSpace[39] and Reframe[37] further help developers identify security and privacy risks

early in AR/MR design. However, these frameworks primarily focus on collaborative AR/MR environments, leaving

VR-speci�c threats and development patterns less studied.

2.5 Summary

Privacy challenges in XR are distinct due to the variety and proximity of sensors to the human body, capturing sensitive

data beyond what is common in desktops, smartphones, and smart homes. While previous studies on 2D interfaces

propose approaches for data collection awareness and control, such as privacy labels or assistants, these often fail to

provide users with a su�cient understanding of when and why data is collected or the implications of their choices.

XR devices, in particular VR headsets, present additional complexities as they collect not only environmental data

but also physiological and behavioral data. This includes eye-tracking, hand movements, and body posture, revealing

sensitive information such as emotions, health conditions, or even identity [29, 30, 33]. These challenges, acknowledged

by researchers and industry [2, 3, 12, 26], highlight the need for VR-speci�c privacy interfaces to e�ectively inform and

enable meaningful control over VR data (RQ1).

Manuscript submitted to ACM
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Fig. 2. Overview of the design process for VR data collection awareness and control interfaces. a) Novice game designers and
developers ideate and sketch innovative solutions tailored to 3D virtual environments during concept brainstorming and sketching
sessions. b) The generated design concepts are analyzed and discussed in a focus group with usable privacy experts to assess
e�ectiveness and feasibility. c) Insights from the design and evaluation stages inform a set of design implications.

Tools likeSecSpace[39] and Reframe[37] facilitate integrating privacy considerations in multi-user MR and AR

interactions. Yet, there is limited systematic research on the practical challenges practitioners face in designing privacy

interfaces for immersive virtual environments. Understanding these challenges is critical to bridging the gap between

user needs and constraints in hands-on implementation, motivating our focus on the obstacles designers and developers

face during the development process for VR (RQ2). Prior AR research indicates that incorporating privacy considerations

often requires balancing competing design goals, such as usability, feasibility, and privacy [36]. However, comprehensive

guidelines for designing e�ective and compliant VR privacy interfaces are still lacking. This gap highlights the need

for actionable design implications to guide developers and designers in creating robust privacy mechanisms in VR,

balancing usability, transparency, and compliance (RQ3).

3 Research Approach

We employ a mixed-method approach consisting of concept brainstorming and sketching sessions with novice game

designers and developers (Figure 2a) and a focus group with usable privacy experts (Figure 2b) to generate and re�ne

design implications for data collection awareness and control interfaces in VR (Figure 2c).

This approach draws from similar methods in prior research, such as the user-centered design process employed

by Fassl et al. [8] for developing authentication ceremonies for instant messaging, and the involvement of novice

AR designers and security and privacy experts in the design and evaluation of an AR storyboarding tool with threat

modeling by Rajaram et al. [37]. Given VR's predominant use in entertainment, particularly gaming (approximately

70% of VR consumers2), where in-game behavior can reveal sensitive information about players such as their interests,

emotions, and skills [20], we chose to use the open sourceMetaDataescape room game by Nair et al. [29] as a sandbox

environment for our study. As an example of an adversarial VR game constructed to harvest user data, it is particularly

suitable for exploring data collection awareness and control interventions due to its high ecological validity and various

examples of collected data and inferred user information.

2https://www.demandsage.com/virtual-reality-statistics/
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a b

c d

Fig. 3. Puzzle rooms from [29]. a) The monitors display di�erent le�ers on Ishihara color test plates. Depending on the word the user
can read, color blindness can be inferred. b) The user has to mimic the poses displayed on the wall to reveal the password, enabling
measurement of their wingspan. c) When the panels on the wall turn from red to green, the user has to press the bu�on on the table
to uncover the le�er of the password, revealing their reaction time. d) The password is wri�en in di�erent foreign languages around
the room; the direction of the user's gaze reveals which language(s) they recognize.

In our study, novice game designers and developers developed intuitive and engaging data collection awareness

and control VR interfaces, individually or in groups (depending on availability), during think-aloud brainstorming

and sketching sessions using a virtual 3D sketching tool. The 3D sketching tool allowed participants to prototype

directly within the VR scene, providing a better understanding of placement, proportion, and e�ective use of the

virtual 3D space. Studies have shown that 3D sketching can be more stimulating and engaging, especially in the early

design process [13], as it promotes physical and perceptual action and enhances �exible cognitive thinking more than

traditional 2D methods [21]. These live sessions allowed us to gain immediate insight into the topics and challenges

that naturally emerged during the design process. Following the brainstorming and sketching sessions, selected design

concepts were re�ned and re-sketched for further evaluation in a focus group with usable privacy experts. We made

audio recordings during the design sessions and the focus group to capture participants' discussions, observations,

and insights. We transcribed and analyzed the recordings using thematic analysis. Lastly, using the combined insights

from the hands-on design sessions and the expert feedback, we discuss di�erent strategies for e�ectively integrating

privacy-related information into immersive VR applications and synthesize actionable design implications.

4 Concept Brainstorming and Sketching Sessions

This section describes the process of generating privacy interface concepts for VR environments, detailing the apparatus,

procedure, participants, and data analysis.

Manuscript submitted to ACM
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4.1 Apparatus

The sketching sessions were conducted using an HTC Vive Pro HMD. We used the open-source virtual environment by

Nair et al. [29]. To keep the duration of the full design sessions within a reasonable time frame and avoid participant

fatigue, we presented four rooms to the participants, each measuring di�erent attributes: color blindness, wingspan,

reaction time, and foreign language knowledge (see Figure 3). From these, participants selected two for their design

development. We built a 3D sketching application on top of the Unity game engine to allow users to prototype directly

within the virtual scene. The sketching application allowed users to draw freehand lines in 3D, resize and rotate the

sketch, and perform undo actions. Users performed the 3D sketching using hand-held HTC Vive controllers.

4.2 Procedure

We began by explaining the study's purpose and procedures, then obtained signed consent for voluntary participation

and audio recording. Participants completed a demographics questionnaire and the IUIPC questionnaire [24]. Next, we

familiarized them with the VR escape rooms and the 3D sketching tool, allowing time for practice. Once comfortable, they

moved on to the main task: creating low-�delity prototypes of data collection awareness and control interfaces within

di�erent escape rooms. They �rst brainstormed ideas on paper, then selected promising concepts for implementation in

VR, using think-aloud protocols to articulate their design decisions as they sketched. Afterward, participants �lled out

the IUIPC questionnaire again and participated in a semi-structured interview. The interview focused on the speci�cs of

their designs, the challenges encountered, and their overall re�ections on privacy considerations in game development.

The interview protocol is provided in Appendix A.

4.3 Participants

We employed convenience sampling followed by snowball sampling to recruit 12 participants (2 females, 9 males,

1 non-binary), aged between 21 and 26 years (mean age 23.92, SD 1.56). Participants were drawn from a cohort of

students enrolled in Computer Games and Media Studies programs, all with prior experience in game design. Eligibility

criteria included having completed at least one course related to game design, having worked on a game design-related

project, or having professional experience in the game design industry. Ethical approval was obtained from the Ethical

Committee of the University of Bayreuth. All participants were reimbursed for their participation. The study lasted

approximately 90 minutes.

4.4 Data Analysis

The collected data included audio recordings of the think-aloud prototyping sessions, 3D sketches of conceptual

prototypes, and audio recordings of the concluding semi-structured interviews. We collected and analyzed 395 minutes

of audio recordings in total, with an average of 56.43 minutes (SD 15.59) per design session. We transcribed the audio

recordings using MAXQDA transcription software and reviewed the sketches to better understand their structure and

design intentions. Two researchers independently open-coded the transcript from one randomly selected prototyping

session, accounting for approximately 15% of the data, and met to discuss the initial codes and form a common codebook.

Three researchers then used the common codebook to code the remaining prototyping sessions. The three researchers

compared and discussed codes, resolving disagreements in a �nal meeting to �nalize the codebook. The codes of the

�nal codebook were then compared and grouped to identify common themes. The same process was applied to the

transcripts of the semi-structured interviews.
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5 Focus Group

We conducted a focus group with usable privacy experts to evaluate some of the data collection design concepts

generated during the prototyping and sketching sessions. We also explored challenges and opportunities in developing

usable privacy mechanisms for immersive VR.

5.1 Participants

The focus group consisted of four participants (3 males, 1 female), aged 24�31 (mean age 28.25, SD 2.68), recruited from

the authors' academic research network. All focus group experts pursue or have completed a PhD in usable security

and privacy. One of the experts (E3) also has a 3 year experience in XR research and development.

5.2 Procedure

The focus group was structured into two parts. The �rst part involved a hands-on SWOT analysis of the designs. In the

second part, the experts used the insights from the design analysis to discuss potential challenges and trade-o�s and

explore design implications for privacy-aware data collection interfaces in VR.

The focus group began with a brief introduction to the study's context, followed by a description of the concepts

and presentation of the sketches. The experts �rst analyzed each design concept individually using the SWOT matrix,

followed by a group discussion. Drawing on the insights from these discussions, the experts were asked to draft design

recommendations for usable privacy mechanisms in VR on paper, which were then collectively discussed. In the next

phase, we wrote challenges identi�ed during the design sessions with the novice game developers and designers on

separate post-its and thematically organized them on a whiteboard. We then invited the experts to comment, reorganize,

and add any aspects that might be missing in the overview, providing further recommendations speci�c to the challenges

encountered by novice game developers and designers. The session concluded with a wrap-up and �nal comments. The

focus group session lasted 90 minutes.

5.3 Data Analysis

We recorded approximately 90 minutes of audio, transcribed using MAXQDA transcription software. Two researchers

independently conducted open coding in MAXQDA, then met to discuss the initial codes and collaboratively developed

a common codebook. The codes were analyzed and grouped into overarching themes. The individual SWOT matrices

were compiled into a joint table to identify patterns and points of agreement/disagreement among the experts.

6 Results

We �rst outline the design concepts from the concept brainstorming and prototyping sessions, followed by evaluations

with privacy experts. Through thematic analysis, we identify key design challenges and implications for VR data

collection awareness and control interfaces. The following sections detail our �ndings, with an overview of all the

themes provided in Figure 4.

6.1 Results Design Session

We provide an overview of the generated designs, an insight into the design process, and the challenges that the novice

game developers and designers faced.

Manuscript submitted to ACM
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Fig. 4. Overview of themes emerging from the thematic analysis of the design sessions and the focus group.

6.1.1 Designs.We brie�y describe the di�erent design concepts developed during the design sessions. A summary of

all designs can be found in Table 1. Several approaches focused on informed consent mechanisms, such as displaying

privacy notices on computer screens for players to sign and submit through pneumatic tubes to accept or deny data

collection (Design D2), attaching privacy notices to the player's avatar to accept or disposing of them in virtual trash

cans to deny (Design D4), and placing stickers in a privacy book to manage data collection permissions (Design D17).

Other designs explored alternative game mechanics to minimize data collection, such as manipulating a mannequin

(Designs D3 and D6) or drawing on a whiteboard (Design D13) instead of using body tracking, which would otherwise

capture telemetry data, such as height and wingspan. A general alternative for all data collection tasks included hiding

password letters within the virtual environment, requiring players to search for them instead, thereby eliminating

direct data capture from speci�c interactions (Designs D11 and D14). Awareness-raising designs included using visible

cameras with indicator lights to signal active user tracking (Designs D9 and D15) and interactive companions, such as a

robot or other game character, that inform players about data collection (Design D16).

6.1.2 Design Process.We identi�ed �ve categories that group the codes in this theme.

Creating Designsdescribes the designers' feedback regarding the design activity and their experience when creating

the designs in a 3D environment. They mentioned that "it was very fun, (...) like a cool way of puzzle solving" (P2) while

being "di�erent than drawing in 2D" (P1), which took time to adjust to (P1, P4).

User PerspectiveandDesigner's Rolere�ect on how considering the user perspective informed the designs and how

designers and developers perceived their roles and responsibilities regarding privacy. P6 mentioned that "if a game

would sell [the data] to companies for like advertisement (...) then it is [a] concern, but to improve the game I think it

is all right", and P1 added that it is "a compromise you make with yourself" when sharing data to use an application.

Regarding their role as developers, participants mentioned that they "have to be aware [of the data processing] while

designing the games" (P2), and the trust users place in developers, who in their role have higher awareness of these

issues (P1).
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Table 1. Summary of design concepts developed during the brainstorming and sketching sessions, exploring di�erent approaches to
data collection awareness and control in a VR escape room game. These include informed consent mechanisms, alternative game
mechanics to minimize data collection, and awareness-raising strategies. The table includes participant ID, a�ribute, type, design
number, and concept description. Designs marked with* were selected for further analysis with privacy experts in the focus group.
Abbreviations: RT = Reaction Time, W = Wingspan, L = Language.

ID Attribute Type No. Description

P1 RT Awareness D1 q The player plays a minigame where they swat virtual bugs to raise awareness about collecting
reaction time data.

P2-4 All Informed Consent D2* k A privacy notice is displayed on a computer screen, which the player can sign by typing
their name on the keyboard and then print. To accept or decline, players place the printed
document into one of two labeled pneumatic tubes on the wall: "Yes" to accept and "No" to
deny data collection. A "woosh" sound con�rms the document has been sent.

W Alternative D3 ¹ A mannequin is placed in the room, which the player can manipulate to display the poses
needed to reveal the password.

P5-6 All Informed Consent D4 ˆ There is a piece of paper in each room, brie�y informing players about data collection.
Players can provide consent by attaching the paper to their avatar, similar to collecting items
in games, or deny it by simply throwing it into a trash can.

P7 W Informed Consent D5 > The player stands in a body scanner marked by a circle on the �oor, with a projector-like
device above. A privacy notice appears on a display. To accept data collection, the player must
mimic a pose projected by the device; otherwise, they are teleported to the next room.

W Alternative D6 ¹ The room contains four mannequins that the player can adjust to match the required poses.
W Alternative D7 � A stack of interactive balls is placed on a table to serve as markers. The players must position

these markers in mid-air to replicate the poses on the wall, revealing the password.
RT Alternative D8 « The player must solve a logic pattern puzzle instead.

P8 All Awareness D9 Å There are multiple cameras mounted in each room, and the red indicator light will be turned
on to signify ongoing data collection to the player.

L Alternative D10 • The password is written on an interactive globe in the language predominantly spoken in
each respective country.

All Alternative D11 _ The letters of the password are hidden in the room; the player must search for them to �nd
the password.

P9 All Informed Consent D12* • The privacy notice is written on a whiteboard. The player can exercise control by using
one of the two erasers labeled "accept" or "deny".

W Alternative D13 f The player must draw the di�erent poses on the whiteboard.
All Alternative D14 _ The letters of the password are blended within other objects, requiring the player to search

and identify them.
P10-12 All Awareness D15 Å A camera with a blinking red light indicates data collection.

All Awareness D16 Æ A privacy companion, e.g., a robot, accompanies the player and provides them with infor-
mation about data collection.

All Informed Consent D17* _ On the door of each room, there are "accept" or "deny" stickers for each data collection type.
The player exercises control by placing these stickers in their data collection book.

In Privacy Considerations, we grouped the privacy aspects designers saw as important for their design. Multiple

participants mentioned that privacy considerations are not something they usually think about (P1, P2, P7, P9). P1

and P7 also noted that the importance of these considerations varies with the type of game they develop and the

company's size and interests. The �nal category,Transferability, contains the designers' thoughts about how well their

designs adapt to other contexts. Most designs were described as requiring adaption, for example, to re�ect very speci�c

scenarios (P2, P5, P7) or a di�erent number of privacy choices that must be covered (P7). P5 also thought about "mak[ing

the design] more basic" to �t multiple applications more easily.

6.1.3 Challenges.We identi�ed two main themes related to the challenges designers faced:External Challengesand

Design Challenges. External Challengesinclude the in�uence of company structures and legal requirements. P3 raised

the question of which perspective is taken during the development: "Are we the company or are we pro people's

data?", hinting at a possible con�ict between user and company interests. While participants were aware that privacy

mechanisms had to be legally correct (P3, P5), they also noted a lack of con�dence in determining a legally appropriate

privacy-preserving design (P3).
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Design Challengescontains di�erent aspects to be considered during the design, such asComplexity of Privacy Policies,

Usability, Aesthetics, Consent Interaction, Technology Challenges,and designingAlternative Game Elements.

Complexity of Privacy Policies Several factors contribute to the complexity of privacy policies, especially in VR,

where a lot of privacy decisions have to be considered. Participants P4, P5, and P10 highlighted the importance

of avoiding lengthy, repetitive interactions while still covering the di�erent areas of data collection within the

environment and the di�erent rooms: "If only one type of data is collected, it would be easy to have two doors.

But with more types of data it is di�cult" (P10).

Reading a lot of text also falls into these repetitive tasks. While text is mentioned as an easy and established tool

to document relevant information (P5), especially long blocks of text can lead users who "just want to play the

game [to] just accept because it is easier" (P5), which in turn does not result in informed consent. When a lot of

information about the data collection is shared with users, the designers also mentioned the risk of "frightening

the user" (P11) by bringing the privacy aspects to their attention in the �rst place.

Another aspect adding complexity is related to the information inferrable from the collected data. While this

inferred information is often less obvious than the basic sensor data, it can reveal sensitive information (e.g.,

gender). Informed consent should include awareness of the consequences of data collection and also cover the

inferred data (P9, P10). Depending on the combination of di�erent sensor data or the recorded user behavior, the

designers saw getting consent for all possible inferred data as challenging.

Usability Participants noted that the action to accept or decline data collection must be intuitive and accessible to

users with disabilities (P5), for example, by not relying on hearing abilities or having the user say something

to interact with the privacy mechanisms as the only option. P8 also highlighted the need to communicate the

current tracking state to the user so that they are aware of it at all times.

Aesthetics Participants highlighted that a �tting aesthetic design of the privacy notice could help maintain

immersion in the VR environment. This can also be supported by using immersive game elements as an

interaction method for the privacy decision (P2, P7, P9, P10) and by choosing a format that is appealing to the

user (P10, P11) to prevent disrupting the game experience.

Consent Interaction Acquiring the user's explicit consent is critical. P5 highlighted the need for a fallback when

users neither accept nor reject permissions, such as by ignoring the prompt. P8 proposed blocking other game

elements until a decision is made, thus enforcing a response. In VR contexts, P5 underscored the importance of

adapting consent interactions to each speci�c setting, with P6 arguing that general solutions are often insu�cient

and may require custom designs�albeit at a higher development cost. Finally, P5 questioned whether reducing

text for a more immersive experience might reduce clarity, risking unintended user choices.

Technology Challenges Participants highlighted several technology-related challenges in VR environments. Due

to the sensors used in XR devices, constant data collection is a relevant aspect brought up by P10. Multiple

participants (P2, P5, P6, P9-11) stressed the importance of obtaining consent before the tracking begins. P5 and P6

discussed the importance of persistent privacy choices across multiple sessions to improve usability and prevent

repetitive interactions. Another challenge arises when users want to revoke consent after initially agreeing

to data collection. P5 mentioned a potential con�ict if the data had already been shared with third parties or

combined with other data points to infer further information about the user, making reversal di�cult.

Alternative Game Elements Several designers (P2, P5, P8-12) brought up the importance of alternative game

elements to allow users to continue using the application even if they do not (fully) consent to sharing their data.
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Table 2. Overview of scores for the IUIPC dimensions of Control, Awareness, and Collection before and a�er the brainstorming and
sketching sessions.

IUIPC dimension
Pre-study Post-study

Mean (SD) Range Mean (SD) Range

Control 5.89 (0.74) (4 - 6.67) 6.28 (0.77) (4 - 7)
Awareness 6.24 (0.56) (4.67 - 6.67) 6.36 (0.85) (3.67 - 7)
Collection 4.81 (1.05) (2 - 6.75) 5.04 (1.51) (2 - 7)

P8 also mentioned that the alternative game elements should be easy to understand and ideally as playful as the

original interaction.

In the sessions, designers also highlighted current limitations of privacy mechanisms for 2D environments, including

deceptive designs (P3), walls of text (P3, P8, P9), lack of transparency (P2) and user-friendliness (P2, P8).

After completing the brainstorming and sketching sessions, we observed an average increase in the IUIPC scores of

the novice game developers and designers across all three dimensions. The average control score increased from 5.89

(SD 0.74) to 6.28 (SD 0.77), awareness from 6.24 (SD 0.56) to 6.36 (SD 0.85), and collection from 4.81 (SD 1.05) to 5.04 (SD

1.51). An overview is provided in Table 2.

6.1.4 Properties of the Privacy Mechanisms.This theme contains the properties of the designed privacy mechanisms

in VR identi�ed by the participants, alongside general design recommendations. The categories identi�ed within this

theme areInformation, Presentation, Control, Placement, TimingandGeneral Recommendations.

Information addresses the content of the notice and the details users require to give informed consent. Participants

stressed that notices should specify which data types are collected (e.g., height, wingspan) and what can be inferred

from them (e.g., gender), along with explaining why these data are needed. They also noted the importance

of conveying the potential consequences of a user's privacy choices, including how gameplay might change.

To manage the amount of information displayed, some suggested providing a link to a more detailed policy.

Additionally, participants recommended o�ering an overview of collected data after consent, enabling users to

review what has been captured.

Presentation Participants discussed di�erent ways to present privacy notices, including the use of text (P5, P8)

and symbols (P10). They also emphasized the need to keep the amount of presented information manageable for

the user (P10), adapt it to previous choices, and keep the interaction serious but fun to make it engaging while

still ful�lling the purpose of the notice as a privacy control mechanism.

Control Participants emphasized the importance of obtaining explicit user consent: "There needs to be the step of

con�rmation" (P11). Consent should be given through anopt-inmechanism rather than default collection. The

control options should include reviewing collected data (P9), deleting it, and revocation.

Placement The designers explored di�erent placement options for privacy notices, including integrating the notice

with the VR environment and the existing game elements (P9). The notice should be reachable for the user (P4)

to make it easy for them to interact with it. Most designs placed the notice in front or at the start of the room (P5,

P10, P11), so either located where the user would enter (P11) or get teleported to, ensuring they face it directly

and get prompted to interact (P9). Another idea was to position another part of the notice at the end of the room,

informing users about the data collected during that section of the game: "At the end of the game (...) you can

look at [your inventory] and see the data" (P10).
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