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Abstract

Human-centered security research traditionally leverages self-reports
and high-level behavioral data. However, the increasing ubiquity
of sensors integrated into personal, wearable devices (e.g., smart-
phones, smartwatches) and in users’ environments (e.g., cameras)
enables researchers to unobtrusively collect rich physiological and
behavioral signals. These real-time data streams can reveal user
states—such as attention or workload—that can be employed to
design adaptive security mechanisms. In this paper, we present a
platform that supports designing, building, and evaluating next-
generation user interfaces that leverage physiological and behav-
ioral data for enhanced security. First, we introduce the physio-
behavioral security paradigm, highlighting how sensor-based in-
sights into user states can inform individualized security interven-
tions and accurately identify moments of vulnerability. We then
outline the requirements, system architecture, and implementa-
tion details of the platform, illustrating how multiple data streams
(e.g., gaze, heart rate, keystrokes, mouse movements) are integrated
and securely processed. Finally, we report on an exploratory de-
ployment in a mid-sized organization, showcasing how the tool
captures real-time security behaviors and enables context-aware in-
terventions. The deployment yields insights into factors influencing
acceptance across different stakeholders (management, IT depart-
ment, employees). Our results suggest that adaptive approaches,
informed by physiological and behavioral signals, can improve
security outcomes and user acceptance.
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1 Introduction

Over the past two decades, human-centered security research has
made substantial progress in understanding how individuals per-
ceive and respond to threats - from phishing attempts to password
misuse - by emphasizing user experience and behavior. Seminal
studies, such as ‘Why Johnny Can’t Encrypt’ [62], and ‘Users Are
Not the Enemy’ [7], demonstrated that security incidents often
arise from usability obstacles or user misconceptions rather than
purely technical flaws.

Despite these advances, much work still relies on self-reported
data or high-level activity logs, generally captured through inter-
views and surveys, e.g., about phishing susceptibility or password
practices [29, 54]. These methods yield valuable subjective insights
yet capture only a fraction of users’ situational states.

Simultaneously, the proliferation of sensors in personal devices
(e.g., smartphones, smartwatches) and work environments (e.g.,
meeting-room cameras) has created avenues for the unobtrusive
collection of physiological signals - such as heart rate, gaze, and
skin conductance. These signals offer real-time indicators of user
states like attention, workload, and stress, critically influencing
security-relevant decisions. For instance, a user under time pres-
sure or high cognitive load may unknowingly click a malicious link
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or reuse passwords across multiple accounts. Identifying such states
on the fly opens new opportunities for adaptive security mecha-
nisms that respond to users’ moment-to-moment needs. Building
on our earlier introduction of the physio-behavioral security par-
adigm [9], this paper focuses on realizing that vision through a
practical platform that enables its implementation and study in
real-world environments.

At the same time, this emerging paradigm of physio-behavioral
security - leveraging physiological and behavioral data in real-world
security contexts - remains relatively unexplored. Existing efforts
often address isolated applications, such as detecting cases where
humans reuse passwords [5] or identifying exposure to phishing
[3] or fake news [4], rather than broader frameworks for detecting
and mitigating security risks. Moreover, stakeholders often raise
concerns about continuous physiological monitoring, underscoring
the need to balance potential security gains with user privacy,
transparency, and consent.

In this paper, we present a platform for designing, building, and
evaluating next-generation security user interfaces driven by real-
time physiological and behavioral input.

(1) We present a novel platform architecture for physio-behavioral
security that securely integrates multi-modal sensing (e.g.,
gaze, heart rate, keystrokes) in real-world contexts, outlining
its requirements, architecture, and implementation.

(2) We demonstrate the platform’s potential and efficacy through
a field deployment in a mid-sized organization, revealing
how real-time monitoring and targeted interventions can
improve security behaviors and user acceptance.

(3) Finally, we provide insights into privacy, scalability, and
stakeholder concerns to inform the broader adoption of
physiology-aware security solutions and guide future de-
ployment of adaptive, context-aware mechanisms.

Our results indicate that adaptive approaches informed by a
user’s situational state can improve immediate security outcomes
and foster greater acceptance, as interventions can be delivered
when users are most receptive. We conclude by discussing practical
considerations - such as data privacy, consent, and scalability -
and offer guidance on bringing physiology- and behavior-aware
security solutions into broader use.

2 Related Work

We introduce essential concepts and discuss how sensor-based
approaches in ubiquitous computing can enrich human-centered
security by revealing user states such as stress, workload, or inat-
tention. Afterwards we review sensing platforms proposed by the
ubicomp community.

2.1 Behavior and Physiology in
Human-Centered Security

2.1.1 Research Methodology in Usable Security. Studies in Usable
Privacy and Security frequently employ interviews, surveys, or lab-
based user tests [29], with minimal use of sensor-based data. Such
approaches capture attitudes and self-reported behaviors but can
miss in-the-moment user states (e.g., stress, workload) that lead to
insecure decisions [48]. Self-reports also rely on participants’ mem-
ory, risking biased recall. Where click-based metrics (e.g., phishing
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link clicks) are collected, they often lack granularity in pinpointing
why a user clicked.

Recent works illustrate the potential of more nuanced sensor
data. For instance, Almehmadi [8] leveraged micro-behavioral cues
to discriminate accidental clicks from intentional ones, highlight-
ing how fine-grained analysis of movement patterns can address
slip-based security errors. Eye-tracking research suggests that pro-
longed fixations on suspicious email elements can reflect heightened
cognitive or emotional response [45, 47], while Rozentals [55] found
that stress and email overload impede secure decision-making.

2.1.2  Behavioral and Physiological Research in Usable Security.
Prior research leveraged different types of sensors in various appli-
cation areas.

Behavioral Biometrics. A substantial body of work has examined
behavioral biometrics, focusing on how fine-grained user actions
can authenticate or continuously verify identity [17, 19, 25]. Typ-
ing rhythms (keystroke dynamics), touch-targeting patterns, and
motion gestures have proven predictive of an individual’s identity
[20, 26], leading to potential second-line security checks (e.g., de-
tecting impostors). Beyond identity, advanced usage data (such as
where and when a user lingers during sign-in) offers insights into
confusion or intention [18]. However, such work typically stops
short of real-time adaptation to detect or mitigate attacks.

Eye Gaze and Security. Gaze tracking has been used for authen-
tication [27, 40], but also to gauge security behavior. For example,
Arianezhad et al. [11] found that security experts exhibit differ-
ent gaze durations on browser security indicators, while Miyamoto
et al. [47] introduced EyeBit, which observes whether users visually
inspect email elements that signal phishing. Recent analyses have
shown that gaze behaviors can unveil password reuse intentions
[5] and highlight overlooked cues in fraudulent emails [45, 47].

Physiological Indicators and Stress. Other physiological signals—
heart rate (HR), skin conductivity (GSR/EDA), and electroencephalog-
raphy (EEG)—were explored. Neupane et al. [50] combined EEG
and eye tracking to examine user responses to phishing emails and
malware warnings, while Hashem et al. [31] studied ECG readings
to flag insider threats. These signals can track arousal or mental
workload, which heavily influences risk-taking tendencies [28].
Building on psychological findings that stress or cognitive overload
compromise vigilance [48, 64], researchers envision context-aware
defenses responding to real-time physiological triggers.

2.1.3  The Interplay of Physiology and Behavior. Users often exhibit
combined physiological and behavioral cues under stress or high
workload. A spike in HR or a sharper EDA response may coincide
with erratic mouse movements [65], slower reaction times, or more
false clicks [8]. Attackers frequently exploit these states by inducing
fear or urgency—for example, threatening account closure [30].
Likewise, situational factors affect user states: email overload
or time pressure can make a user more prone to unsafe actions
[55]. Real-time monitoring of these cues can inform interventions,
such as intensifying phishing alerts when signals of confusion or
stress arise [47]. Schwarz et al. [57] argue that such states (attention,
engagement, workload, stress) mediate human decision-making;
thus, measuring them in situ could identify the precise moments
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users need safeguarding. In short, behavior plus physiology offers a
high-resolution lens on user cognition, bridging the gap between
static security training and dynamic, contextually tailored defenses.

2.2 Sensing Platforms

Recent advances in wearable technology have enabled innovative
applications in health monitoring and human-computer interac-
tion. For example, Zhang et al. [66] demonstrated how wearable
sensors can predict post-operative complications in patients under-
going pancreatic surgery. Similarly, Ley-Flores et al. [41] examined
the design of sensory feedback for wearables, showing how body
sensations can support physical activity.

Bari et al. [14] proposed an automated approach for detecting
stressful conversations using wearable physiological and inertial
sensors. Complementing this work, Mishra et al. [46] evaluated
the reproducibility of physiological stress detection models across
multiple studies, sensor types, and populations.

Research has also focused on using physiological and facial cues
to assess cognitive performance. Sharma et al. [58] demonstrated
that features extracted from physiological responses and facial
expressions can reliably predict cognitive performance across tasks
such as gaming, coding, and adaptive assessment.

The intersection of human-computer interaction and physiolog-
ical monitoring has also been explored in the context of security.
Earlier work by Hercegfi et al. [35] presented a methodology for
assessing user interaction with computer interfaces by monitor-
ing rapid physiological responses, such as heart period variability,
alongside keystroke and mouse data. Similarly, Moller et al. [49]
modeled user behavior in security-related contexts using a mixed
probabilistic and rule-driven state machine.

Expanding beyond stress detection, affective computing in im-
mersive environments has also gained attention. Tabbaa et al. [59]
introduced the VREED dataset, a multimodal affective dataset com-
bining eye tracking and physiological measures (ECG and GSR)
collected during exposure to immersive 360° video-based virtual
environments.

2.3 Summary

Human-centered security has historically focused on self-reports
and static observations, overlooking the interplay of user physi-
ology and behavior in the moment. Recent studies demonstrate
how physiologically driven signals (e.g., stress, cognitive load) and
nuanced behavioral data (e.g., keystroke timing, gaze fixation) can
yield deeper insights into why users make insecure choices. Mean-
while, sensing platforms, including wearable and environmental
sensors, facilitate unobtrusive, continuous data collection. Building
on these advances, the next step is to develop architectures and
privacy-preserving frameworks that fuse these data streams for
real-time, context-aware security interventions.

3 An Introduction to Physio-Behavioral
Security

With the rapid proliferation of ubiquitous sensing in the form of

smartphones, smartwatches, wearable devices, and ambient sensors

(e.g., office cameras or voice assistants), a rich set of behavioral and
physiological signals has become available to researchers. These

NSPW ’25, August 24-27, 2025, Aerzen, Germany

signals - ranging from keystroke dynamics and gaze patterns to
heart rate and skin conductance - can reveal user states such as
attention, stress, or workload in real time [39, 57]. This advance
represents a potentially transformative development for human-
centered security: rather than relying solely on user self-reports
or posthoc behavioral logs, it becomes feasible to adapt security
interventions as they unfold, considering an individual’s current
cognitive or emotional state.

This section provides an introduction to human-centered behav-
ioral and physiological security [9] - hereafter “physio-behavioral
security”. We define core terminology and then explain how physi-
ological and behavioral signals can inform novel security mecha-
nisms. Next, we discuss how established human-centered attacks
might be mitigated through better awareness of user states and how
this relates to broader security habits. We then present a structured
research space illustrating the interplay between user states and
security threats. Throughout, we highlight open challenges, em-
phasizing areas of synergy between usable security and emerging
physiological computing techniques.

3.1 Defining Physio-Behavioral Security

Alt et al. define physio-behavioral security as an approach to design-
ing, analyzing, and evaluating security mechanisms (e.g., authenti-
cation, phishing detection, warning systems) by leveraging sensor
data about the user’s current physiological state (e.g., heart rate,
skin conductance, gaze) and behavior (e.g., typing patterns, mouse
movements, gestures) [9]. The overarching goals are twofold:

Improving Understanding Researchers, designers, and eval-
uators can collect richer insights into how users experi-
ence and respond to security-critical moments. Traditionally,
many assumptions about user states (such as attention or
workload) have been inferred indirectly. By examining actual
physiological or behavioral signals, it becomes possible to
map states more precisely to moments of risk or vulnerabil-
ity.

Enhancing Security Mechanisms Security systems can be
made context-aware by incorporating real-time knowledge
of a user’s state. For instance, a system might detect in-
creased stress and provide an extra confirmation step for a
high-stakes transaction. It could also recognize low atten-
tional focus in an email application and proactively highlight
critical security indicators to help the user discern genuine
messages from phishing attempts.

Although behavior has long been a part of user-centered secu-
rity research - click metrics or user logs, for instance - the kind of
granular, sensor-derived behavioral data we consider here (e.g., key-
stroke flight times, micro-pauses in mouse movement) goes beyond
standard event capture. Likewise, collecting physiological data (e.g.,
heart rate variability, pupillary responses) has traditionally been
confined to controlled lab experiments (e.g., EEG-based workload
studies [39, 42]) or specialized user research. Today, consumer-
grade devices (e.g., smartwatches) and ubiquitous environmental
sensors (e.g., camera-based eye tracking) create a broader potential
for real-world usage. This potential has previously been identified
by Katsini et al. [36]. It is important to note that such signals capture
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activation and workload but are not sufficient to reliably infer nu-
anced emotional valence, personal intent, or complex mental states.
Physiological surges, for instance, may reflect stress or physical
exertion, making fine-grained distinctions inherently uncertain. A
key research problem is to determine the utility of these signals in
practice.

A related but narrower concept is behavioral biometrics [53],
where the primary focus is using behavior (e.g., typing or gait)
to authenticate or identify individuals. Although physiological-
behavioral security includes insights from behavioral biometrics, it
aims to extend well beyond authentication, considering how knowl-
edge of dynamic user states, not just static identity, can inform
protective actions, warnings, or adapt the entire security interface.

3.2 Why User States Matter for Security

Security vulnerabilities often emerge from lapses in user attention
or from misconceptions [34, 51, 63]. For instance, a user under
high cognitive load might ignore subtle indicators of a phishing
attempt, such as a suspicious URL or spelling mistakes in an email.
Similarly, stress or fatigue can lead users to select weak or reused
passwords rather than carefully creating a unique one for every new
service. Attackers also exploit these states: many social engineering
strategies create a sense of urgency or anxiety to prompt rash user
actions [30, 64].

Real-time detection of such states - attentional drift, elevated
stress, or fatigue - thus holds particular promise for security ap-
plications. State-detection could enable an interface to intervene
at the exact moment when a user is most susceptible to error, say
by offering a gentle reminder or an automated fallback mechanism
(e.g., generating a secure password). Such interventions could not
only reduce security incidents but also spare users from the con-
stant vigilance typical security “best practices” demand. Precisely
targeting interventions at high-risk moments may also alleviate
warning fatigue, a well-known problem where repeated or poorly
timed alerts cause users to dismiss warnings altogether [10].

3.3 From Observation to Intervention:
Physio-Behavioral Data in Security
Research

Physio-behavioral data has not only deepened our understanding
of security-relevant behavior but also has the potential to drive
adaptive, real-time interfaces that address user vulnerabilities in
context.

Enhancing Understanding of Security Practices. A focus in secu-
rity research is examining how individuals behave in tasks such as
creating passwords, responding to phishing, or configuring devices.
Traditional methods rely primarily on self-reports and recall-based
accounts, which may overlook subconscious reactions. By contrast,
physiological signals (e.g., elevated heart rate or pupil dilation) and
fine-grained behavioral data (e.g., keystroke latencies) can uncover
hidden indicators of confusion, stress, or cognitive effort. These in-
sights help researchers formulate theories about why certain risky
behaviors persist despite awareness campaigns, and how transient
emotional states can influence security decisions.
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Building Adaptive Security Systems. Adaptive security interfaces
can dynamically respond to user states, akin to an IT help desk that
senses user confusion. For instance:

Password Guidance If sensor data indicates high workload
during password creation, the system might offer passphrase
suggestions or password management assistance.

Phishing Defenses Real-time gaze or mouse tracking could
detect user inattention in email clients; in such moments,
the interface might highlight critical sender details or briefly
block suspicious links.

Insider Threat Detection Indicators of unusual stress or anx-
iety patterns - captured by workstation cameras or wearables
- could signify malicious behavior or signal a need for imme-
diate support.

Leveraging these continuous, real-time cues, physio-behavioral
approaches could enable security systems to adapt to ongoing user
states, bridging the gap between human cognition and protection.

3.4 Human-centered Threats, Security Habits,
and the Research Space

Human-centered attacks target users, aiming to obtain sensitive
information - most commonly credentials that can unlock financial
or enterprise resources. Such compromises allow attackers to ex-
tract payment details, exfiltrate sensitive data, or escalate privileges
across a broader network. Below, we highlight four major cate-
gories of these threats: guessing attacks, observation attacks, social
engineering, and reconstruction attacks. This list is not meant to
be comprehensive but to illustrate the potential of the approach.

Guessing attacks involve systematically probing potential se-
crets (e.g., passwords, PINs, lock patterns) until the correct
one is discovered. Offline brute force attacks cycle through
vast combinations of usernames and passwords, while dictio-
nary attacks rely on pre-compiled lists of common passphrases
(e.g., “password123”) to exploit weak credential choices. Cre-
dential stuffing leverages stolen usernames and passwords
gleaned from data breaches, with attackers rapidly testing
these pairs across services.

Observation attacks capitalize on physically or digitally mon-
itoring the user. Shoulder surfing occurs when an attacker
covertly watches someone typing a password, either in per-
son or via camera feeds, thus capturing credentials with-
out the victim’s knowledge. Keyloggers similarly record
keystrokes or screenshots through malicious software, archiv-
ing passwords, PINs, and other sensitive data. In a more
passive approach, network sniffing tools (e.g., WireShark)
capture data traversing insecure connections, often revealing
user logins or session tokens that can be reused by attackers.

Social engineering exploits trust and human error to per-
suade victims into divulging private information. Phishing
scams, including spear phishing, send convincing emails
containing malicious links or attachments, often evading
automatic spam filters. Attackers tailor these messages to
specific individuals or companies, making detection challeng-
ing. Vishing attacks operate similarly through voice calls or
voice messages, where impostors impersonate authoritative
entities (e.g., a bank) to manipulate victims into handing over
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TASK PERF. KEYSTROKE SPEECH BODY MOTION | | CEREBRAL OCULAR CARDIOVASCULAR DERMAL
Errors, task Pressure, flight Tempo, pauses, Posture, gestures, EEG, fNIRS, pupil diameter, Heart rate, respiration, Skin
.................................. completion time, time, length of lexical density mouse movements fMRI blinks, saccades, temperature conductance
SECURITY HABITS task accuracy press fixations

PASSWORDS
Weak passwords, password
reuse, sharing

EMAILS
Attachments, links, senders,
salutation, encryption

BROWSING
Unencrypted networks,
HTTPS

APPS AND DEVICES

Configuration, Updates

Figure 1: Research Space for User States in Security Tasks: Security habits lead to observable changes in user behavior and
physiology. These changes can be used to better target user interfaces to users’ states.

account details or transferring funds. Other variants range
from “smishing” (SMS-based phishing) to pop-up phishing
on web browsers, all drawing on deception and urgency to
trick users.

Reconstruction attacks arise when adversaries gain physical
possession of a device and seek to infer credentials from
residual traces. Smudge attacks focus on the skin-oil residue
users leave on touch surfaces, which can reveal lock patterns
or PINs when viewed under angled lighting [13]. Similarly,
thermal attacks capture heat signatures on keyboards or
touchscreens using thermal imaging, allowing attackers to
infer recently entered sequences [1, 15].

Overall, each attack highlights the role of human vulnerabilities -
such as weak password habits, unguarded behavior, and the ease
of deception. A platform that assesses real-time physiological and
behavioral cues can mitigate these threats by detecting instances
of elevated stress or diminished attention, intervening precisely
when individuals are most likely to make security-critical errors.
This integration of context-aware detection and tailored guidance
complements existing technical safeguards, potentially reducing
both the frequency and impact of human-centered attacks.

In the following, we present a research space structured along
two dimensions (see Figure 1): human security habits and physio-
behavioral data as a source for mitigation technologies.

3.4.1 Dimension 1: Human Security Habits. The above-mentioned
threats become possible through habits that establish themselves
around the use of security mechanisms or the general behavior in
security situations.

Users’ day-to-day interactions - choosing passwords, handling
emails, browsing the web, and installing apps or devices - often
determine their susceptibility to the previously described human-
centered attacks. Although not exhaustive, the examples below
illustrate how knowledge of user states (e.g., workload, attention,
or stress) can inform more effective interventions.

Passwords. Weak or carelessly chosen passwords increase suscep-
tibility to guessing attacks. Many users have misconceptions about
password strength [60], and stronger credentials are less likely
when users are rushed (e.g., forced to set a password at checkout
time). Systems that are aware of a user’s workload or attention level
could identify more suitable moments to encourage secure choices.
Password reuse further exacerbates risk by enabling credential stuff-
ing, yet many users struggle to grasp the resulting dangers, despite
tools like Have I Been Pwned. Knowing when users type a frequently
used password could trigger targeted warnings or proactive expla-
nations. In addition, users sometimes share passwords through
insecure channels, creating further vulnerabilities. Monitoring situ-
ational awareness could prompt safer sharing methods (e.g., secure
password managers). Finally, when entering passwords, real-time
feedback about potential shoulder surfing or reconstruction attacks
[56] may help protect users without causing unnecessary friction.

Emails. Phishing remains a major threat, often exploiting fatigue
or heightened emotions. Attackers send malicious links or attach-
ments when users are distracted, for instance near workday’s end.
Real-time sensing of attention might nudge individuals to scrutinize
suspicious links more carefully or confirm unusual sender addresses.
Indeed, research suggests users mostly focus on the header and
body of an email [52], indicating that interventions should priori-
tize these areas. Tools like EyeBit [47] demonstrate how gaze-based
awareness can encourage checking a URL’s legitimacy before in-
teracting. Similarly, if a user’s emotional state indicates stress or
urgency, email clients could delay or visually highlight suspicious
attachments, helping mitigate impulsive clicks.

Browsing. A third set of habits emerges when surfing the web,
especially on untrusted networks (e.g., airport Wi-Fi). Many such
networks remain unencrypted, leaving user data vulnerable unless
the user manually enables a VPN. Systems that detect user con-
fusion or lack of familiarity could prompt the immediate use of
encryption. Likewise, ensuring that HTTPS is enabled for secure
transactions is sometimes overlooked if users fail to notice security
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indicators in the browser. Monitoring attentional cues might trig-
ger timely reminders or shift these indicators into more prominent
places.

Applications and Devices. New devices (e.g., routers, smart home
appliances) and installed apps require proper configuration - of-
ten with default passwords, complex security settings, or potential
privacy pitfalls. Manufacturers may ship secure defaults, but a con-
fused or impatient user might disable critical protections. Systems
that gauge user workload or frustration during setup could pro-
vide simplified instructions or postpone prompts until the user is
more receptive. Similarly, scheduling software updates at moments
when the user is less burdened may improve compliance. By tailor-
ing interventions to the user’s current state, security-critical tasks
become less of an annoyance and more of a timely safeguard.

3.4.2 Dimension 2: Detecting User States via Physiology and Be-
havior. Behavioral and physiological signals can reveal moment-
to-moment user states, such as cognitive load, emotion, and stress
[39]. The ability to detect these states in real time opens the door
to more adaptive, context-aware security interventions.

Behavioral Signals. Users’ observable interactions - typing, speech,
and body motion - often mirror their underlying cognitive and emo-
tional conditions. For instance, metrics such as task completion time
and error rates can reflect increased mental load, while keystroke
dynamics can signal uncertainty or elevated stress [16, 44]. Speech
features, including tempo and pauses, similarly provide clues about
cognitive load and affect [22, 37]. Likewise, body posture and ges-
tures - captured via on-body sensors, cameras, or mouse-movement
data - have been linked to user states ranging from attention to
stress [12, 61]. These behavioral observations require minimal spe-
cialized hardware (microphones or webcams embedded in phones
and laptops) and can often be collected unobtrusively.

Physiological Signals. In tandem with behavior, physiological
responses offer deeper insight into user states. Neuroimaging tech-
niques like EEG and fNIRS can reveal workload or engagement
[33, 39] without requiring a laboratory environment, thanks to
advances in lightweight, wearable sensors [32]. Ocular measures -
ranging from pupil dilation to fixation and saccade patterns - can
predict cognitive load [38] or highlight security-relevant actions
(e.g., verifying a URL) [5]. Cardiovascular, respiratory, and ther-
mal signals collected via chest straps, smartwatches, or thermal
cameras further correlate with stress or emotional arousal [2, 24].
Meanwhile, electrodermal activity (EDA) readings, also available on
some commercial smartwatches, can capture physiological arousal
related to stress or heightened vigilance [23, 39].

Implications for Security. When leveraged appropriately, these
behavior and physiological indicators can signal whether a user
is distracted, overloaded, or experiencing heightened arousal at a
critical juncture - such as reading a suspicious email or setting a
new password. By integrating and analyzing these signals, security
systems can adapt their real-time interventions, prompting users to
double-check critical indicators or momentarily offering additional
guidance. As low-cost sensors and embedded hardware mature,
the potential to deploy such adaptive solutions in everyday digital
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environments grows, making it increasingly feasible to safeguard
users precisely when they are most at risk of falling for an attack.

3.5 Examples Illustrating Physio-Behavioral
Security in Practice

Prior studies illustrate how combining physiological and behavioral
data can enhance security designs.

3.5.1 Understanding Secure Password Habits. Early work in this
domain examined how users’ cognitive states - tracked via eye gaze
and pupil dilation - can shape their password choices [5, 6]. In one
study, participants were asked to create strong and weak passwords.
Pupil dilation proved consistently higher for stronger passwords,
reflecting increased cognitive load. This insight suggests that future
systems could detect user strain in real time - e.g., via an AR headset
- and proactively nudge people when they are about to choose a
weak password without knowing the actual password.

Further research investigated password reuse, revealing that
certain gaze and keystroke features (e.g., fixation duration on the
keyboard) strongly predict when users are reusing passwords. This
recognition happens even before typing begins, hinting at “just-in-
time” interventions. While existing password managers only flag
reuse after a password is saved, sensing user states during creation
might preempt insecure choices, potentially lowering the risks of
credential stuffing.

3.5.2 Detecting Phishing Email Exposure. A second example fo-
cused on users’ eye gaze and mouse movements while handling
emails [3]. Participants, role-playing an office worker, categorized
emails into appropriate folders. Features like hover speed and fixa-
tion counts often align with users’ awareness of potentially mali-
cious content. Although results were less robust than for password
tasks - partly due to email complexity and personal risk-taking be-
havior - they still underscore how real-time sensing of attentional
cues may enable adaptive alerts. For instance, if a system infers the
user is distracted or fatigued, it could highlight suspicious links or
slow down the click-through process to reduce the chance of hasty
decisions.

These examples illustrate how integrating physiological (e.g., pupil
dilation, heart rate) and behavioral (e.g., keystroke or mouse dynam-
ics) data offers nuanced ways to detect and mitigate security lapses.
Through state-aware interfaces, interventions could be personal-
ized and timed to moments of highest vulnerability - like prompting
users before finalizing a reused password or calling attention to
suspicious email indicators.

3.5.3  Supporting Reflection and Planning. Beyond direct security
interventions, physio-behavioral sensing could also support self-
regulation. For instance, detecting heightened arousal while com-
posing sensitive emails might prompt users to pause and reconsider
before sending a message they could later regret. Rather than en-
forcing a specific action, such feedback could provide individuals
with moments for reflection and planning, highlighting how physio-
behavioral insights can extend beyond immediate threat mitigation
toward fostering more mindful security and communication prac-
tices.
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3.6 Challenges and Considerations in
Physio-Behavioral Security

Physio-behavioral security approaches face notable challenges, in-
cluding ensuring accurate detection of user states (given individual
differences and complex tasks), managing potential privacy con-
cerns surrounding the monitoring of physiological signals, and
calibrating the frequency of interventions to avoid user frustration.

3.6.1 Privacy and Ethical Implications. While new sensing capabil-
ities open possibilities for more personalized security, continuous
monitoring of physiological or behavioral data raises pressing con-
cerns about user privacy. Personal data such as heart rate or stress
could reveal sensitive health or emotional information. In a work-
place setting, employees might fear surveillance or employer misuse
(e.g., evaluating performance based on stress patterns). Likewise,
storing these signals can create new attack surfaces if stolen or
misused by third parties.

Hence, consent models, data minimization, and secure data han-
dling protocols are essential. Future systems must balance the ne-
cessity of real-time data analysis with respect for user autonomy,
giving individuals control over the scope and duration of physi-
ological monitoring. Methods such as local on-device processing
(to avoid raw data transmission to external servers) and privacy-
preserving machine learning techniques (e.g., differential privacy)
may become essential design strategies.

3.6.2  Uncertainty and Accuracy Trade-offs. Physiological and be-
havioral signals often exhibit noise and variability across individu-
als, contexts, and devices. A single sensor reading, like a heart-rate
spike, might result from climbing a flight of stairs rather than en-
countering a malicious link. Approaches must robustly integrate
multiple features to reduce false positives (unnecessary or annoying
interventions) and false negatives (missing real threats). Designers
must also communicate the uncertain nature of these inferences,
perhaps showing confidence levels (e.g., “High probability you're
reusing a password here - please verify?”). This challenge is par-
ticularly acute for real-time warning systems, where even modest
false-positive rates can quickly erode user trust. In practice, this
means that highly accurate detection is required before deploying
direct physiology-based warnings. Until such accuracy is reliably
achieved, pre-emptive or context-sensitive adaptations (e.g., delay-
ing risky tasks or offering supportive defaults) may represent a
more realistic application path.

3.6.3 User Experience and Acceptance. A central tenet of human-
centered design is ensuring that added complexity does not degrade
usability. If physiologically adaptive security systems trigger too
many false alarms or if they feel intrusive (e.g., frequent requests to
“calm down” or “pay attention”), users may abandon or circumvent
them. Longitudinal studies are necessary to evaluate how accep-
tance evolves over time and to identify the thresholds at which
adaptive systems become more helpful than burdensome.

3.6.4 Technical Integration and Scalability. Finally, while some
forms of physiological sensing (e.g., heart rate from a smartwatch)
are becoming commonplace, others (e.g., EEG or advanced eye track-
ing) remain less accessible or require specialized hardware. Scaling
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up from a controlled lab or small pilot study to broad workplace or
consumer adoption entails:

e Cross-device consistency: Dealing with heterogeneous sen-
sors across smartphones, smartwatches, and in-room cam-
eras, each with different sampling rates and noise character-
istics.

e Secure data pipelines: Ensuring data is encrypted and pro-
cessed either locally or in a trusted cloud environment with
minimal risk of leaks.

e Maintenance: Updating sensor drivers, handling data stor-
age, and retraining machine learning models as hardware or
usage contexts change.

3.7 From Concept to Practice: Looking Ahead

Realizing the vision of physio-behavioral security requires moving
beyond static, universal defenses toward adaptive systems that
detect and mitigate threats in real time. By combining insights
from usable security and physiological computing, researchers can
better understand why security failures occur, whether due to stress,
fatigue, or cognitive overload, and design interventions that respond
to users’ momentary states.

In this paper, we take a concrete step towards this goal by in-
troducing a platform that operationalizes the physio-behavioral
security paradigm. Our system integrates multi-modal sensing with
secure data handling, extensible interfaces, and privacy safeguards
to support the rapid prototyping and evaluation of adaptive mech-
anisms in real-world settings. Future research can build on this
foundation to refine real-time detection methods, explore additional
sensing modalities, and design context-aware interventions that in-
tegrate seamlessly into users’ workflows. By offering an adaptable
architecture and clear deployment pathways, our platform bridges
the gap between conceptual frameworks and practical, deployable
solutions for physiology-aware security.

4 A Platform for Physio-Behavioral Security —
Reference Implementation

4.1 Requirements Analysis

This section outlines the key requirements for a platform that sup-
ports designing and developing user interfaces leveraging physi-
ological and behavioral sensing in security contexts. Drawing on
prior work, early prototypes, and feedback from security experts
and end users, we identify five core needs: (i) flexible sensor inte-
gration, (ii) real-time data processing, (iii) security and privacy, (iv)
data management and scalability, and (v) developer and researcher
support. Together, these requirements establish the foundation for
an infrastructure deployable across various environments, from
controlled lab studies to large-scale organizational rollouts.

4.1.1  Flexible Sensor Integration. A physio-behavioral security
platform must support a wide range of sensing modalities - such as
eye tracking, keystroke dynamics, mouse movement, electrodermal
activity, and heart rate - to capture diverse aspects of user state.
This variety is essential given the variability in human behavior and
physiology; no single signal suffices for assessing attention, stress,
or workload. Real-world use also demands device-agnostic integra-
tion, as users rely on different hardware (e.g., wearables, phones,
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webcams). A modular architecture should allow easy addition or
removal of sensor drivers, minimizing engineering overhead. This
flexibility is key for accommodating new sensing technologies and
tailoring configurations to specific research or deployment needs.

4.1.2  Real-Time Data Processing. To support adaptive security, the
platform must enable real-time or near-real-time analysis of the
user state, as physiological signals are most useful when promptly
interpreted, e.g., detecting stress surges to guide immediate in-
terventions. Low-latency processing requires efficient handling
of continuous data via feature extraction pipelines that convert
raw input (such as gaze or photoplethysmography) into actionable
metrics (e.g., heart rate variability, pupil dilation). Adaptive sam-
pling helps manage resource use and privacy, increasing sensor
frequency during critical tasks (e.g., password entry) and lowering
it otherwise. The system must also tolerate noisy or missing data,
ensuring reliable inferences despite artifacts from movement or sen-
sor drift. In practice, this means that individual sensor failures (e.g.,
a smartwatch losing connection) do not invalidate the analysis, as
the platform aggregates across multiple modalities. Aggregate fea-
tures provide robustness by smoothing over noisy channels while
still allowing researchers to inspect fine-grained data reliability
when needed.

4.1.3  Security and Privacy. Physio-behavioral security involves
sensitive data, such as stress levels and attention patterns, or pos-
sibly even medical conditions, requiring strong protection. The
platform must encrypt data in transit and when stored, support
role-based access controls, and offer transparent consent mecha-
nisms for each sensing modality. For example, users might allow
mouse tracking but decline heart rate monitoring. Supporting fine-
grained consent fosters trust and meets legal requirements. The
system should also minimize raw data retention, favoring aggre-
gated or anonymized metrics to reduce privacy risks and storage
needs. Overall, privacy-by-design and security-by-design are es-
sential foundations.

4.1.4 Data Management and Scalability. Even moderate-scale de-
ployments can generate large volumes of high-frequency sensor
data, requiring robust infrastructure for storage and management.
Time-series databases and scalable storage enable efficient query-
ing across sensors and time intervals. Clear retention policies are
essential to limit raw data storage and uphold privacy such as aggre-
gated gaze metrics may suffice over raw data. To support both small
studies and large-scale deployments, the platform should leverage
distributed or cloud architectures, with load balancing and failover
mechanisms to ensure stable performance under varying loads.

4.1.5 Developer and Researcher Support. Supporting the full re-
search and development lifecycle requires well-designed APIs and
toolkits for sensor ingestion, data processing, model training, and
adaptive interventions. Documentation, sample code, and reference
implementations ease adoption and promote academic replication.
Dashboards for monitoring data quality and real-time inferences aid
rapid prototyping. Beyond raw data capture, the platform should
integrate key machine learning workflows and support testing of
intervention strategies. Standardized pipelines and version control
enhance reproducibility, while accessible tools ensure extensibility
and broader adoption of physio-behavioral security systems.
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Table 1: High-Level Requirements for a Physio-Behavioral
Security Platform

Category Key Require- Description

ment

Multi-Modal Collect multiple signals (e.g., heart

Flexible Sensor

. Data rate, gaze, keystrokes) to capture di-
Integration L
verse user-state indicators.
Device- Support heterogeneous hardware
Agnostic (wearables, desktops, mobiles) and
operating systems.
Modular Enable easy addition and removal of
Framework sensor drivers with minimal integra-
tion overhead.
Real-Time Data Immed}ate Prov1de' low-latency 1nf§rence s0 in-
. Analysis terventions can be delivered in a
Processing .
timely manner.
Adaptive Sam-  Dynamically adjust sensor frequency
pling based on user context or task critical-
ity.
Noise Robust-  Use filtering and fusion techniques to
ness manage artifacts and missing data.
Secure Encrypt data in transit and at rest, ap-
Security & Privacy Pipelines plying fine-grained access controls.

On-Device Favor local computation where possi-

Processing ble to limit sharing of raw signals.

Granular Con-  Permit opt-in/opt-out for specific

sent modalities and ensure transparent us-
age policies.

Data Management & Scalable Stor- Handle high-volume time-series data

e age in multi-user deployments.
Scalabilit ; . i .

calability Lifecycle Poli- Automate archiving or deletion of
cies older raw data to reduce privacy risks.
Load Balanc- Maintain reliability and responsive-
ing ness under variable sensor loads.
ML Integra- Provide configurable modules for fea-

Developer & . . L
tion ture extraction, model training, and
Researcher Support .
evaluation.

Intervention Offer a rules engine to define triggers
Logic for real-time nudges or warnings.

Documentation Include APIs, sample code, and dash-
boards to streamline deployment and
experimentation.

Summary. These five requirements - flexible sensor integration,
real-time data processing, security and privacy, data management
and scalability, and developer/researcher support - form the core
framework for building a robust and ethically responsible platform.
The subsequent subsections will detail how the system is architected
to meet these requirements and how it can be deployed in a variety
of real-world scenarios to advance both research and practical
security interventions.

4.2 Description of Platform Components

The experimental setup for this study consists of a self-contained
network designed to analyze the physiological data of users when
interacting with emails, particularly phishing emails. The system
architecture (see Figure 2) ensures data integrity and security while
allowing continuous recording over multiple working days.

4.2.1 Threat Model. In designing the platform, we consider threats
at multiple levels. On the hardware/software side, compromised
recording PCs, insecure sensor firmware, or man-in-the-middle
attacks on data transmission could expose raw signals. To miti-
gate these risks, our architecture uses encrypted channels, local
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preprocessing, and minimal raw data retention. At the data level,
adversaries could attempt to reconstruct sensitive information such
as passwords or personal health traits from physiological streams.
At the personal level, physiological data itself could reveal individ-
ual vulnerabilities, such as heightened susceptibility to phishing
when under stress. While our system aims to use such signals
for supportive interventions, in a malicious context they could be
weaponized for targeted social engineering. Recognizing these risks
informs both our technical safeguards and our recommendations
on deployment boundaries.

4.2.2  Data Collection: Recording PC. Each workstation is equipped
with physiological recording devices connected to a dedicated PC,
which controls the recording and provides access to the data. These
PCs communicate with a server that collects and stores the data. A
virtual private network facilitates data transfer between these PCs
and the central server, ensuring isolation from the users’ produc-
tivity network. We developed a Java application that aggregates all
data streams and periodically sends them compressed to the server.
We wrote Python scripts that connect the eye tracker and RGB
camera using the tobii-research packages' and deepface® packages,
respectively, and stream the extracted data to the Java application
using tcp sockets. The recording PCs use NTP to ensure accurate
timestamps between devices and log every recorded data point with
a current timestamp.

To monitor the study remotely, a remote desktop connection
allows researchers to check the status of data collection. Periodic
secure data transfers ensure that collected physiological data is
transferred to university servers for further analysis.

Each PC is equipped with an ESP32 microcontroller connected
via USB, which interfaces with a 3-inch touch display and two but-
tons. This setup allows for experience sampling, either by collecting
user input at scheduled intervals throughout the day or in response
to security-relevant events detected by the sensors or email infras-
tructure. Survey questions can be sent via the server, and users’
responses are transmitted back to the server for further analysis.

4.2.3 Data Storage. The recording PCs compressed each aggre-
gated dataset and transferred it via an encrypted HTTPS connection
to the university-hosted server. Internally, we saved the data in
CSV files in subfolders created based on the participant IDs. While
time-series databases could improve performance of data process-
ing, this was not necessary at our scale and enabled researchers to
directly access and work with the saved data.

4.2.4 Sensing.

Eye Tracker for Gaze Monitoring. Physiological components are
designed to be interchangeable and adaptable, allowing flexibility
based on the specific study requirements, necessary measurements,
data protection considerations, and user preferences.

For eye-tracking, we use a Tobii Pro Spark, which is mounted on
the user’s desk using a custom-designed, 3D-printed mounting case.
This setup allows precise alignment with the user’s workstation
while ensuring easy removal after the study. To address privacy

Uhttps://pypi.org/project/tobii-research/
Zhttps://pypi.org/project/deepface/
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concerns, participants were provided with a tangible privacy cover,
enabling them to block the eye tracker at any time physically.

The eye tracker records gaze data at 60 Hz, logging data when
the user is present. Since the recording PC is not directly connected
to the user’s productivity PC or display, conventional eye-tracker
calibration methods cannot be used. Instead, we apply a standard
calibration procedure and refine the data using an averaged calibra-
tion approach, which estimates the display borders based on the
aggregated dataset.

RGB Camera for Emotion Detection. We integrated an RGB cam-
era module mounted directly onto the eye tracker (Figure 3), en-
suring identical alignment. The camera captures images at 24 Hz,
allowing synchronized recording of facial data. To analyze user ex-
pressions, we use DeepFace [21] to extract facial features and detect
dominant emotions. For enhanced control, the provided privacy
cover can conceal the RGB camera, enabling users to manage when
data is captured. All processing is handled on the recording PCs
themselves, while only the extracted emotional data is sent to the
server. Recorded images are immediately deleted after processing.

Wearables for Detecting Heart Rate and Galvanic Skin Response.
Our setup supports the integration of Bluetooth wristbands, such
as the Garmin Instinct 2, and more precise yet less convenient chest
straps, like the Polar H10. The latter could also indirectly measure
the user’s galvanic skin response in the chest area. However, its
accuracy in this use case has yet to be fully evaluated.

To ensure reliable data tracking, we recorded the serial numbers
of each heart rate monitoring device and stored them on an ESP32
microcontroller. When a registered wristband or chest strap is
within range, the devices automatically establish a connection and
transfer data. The ESP32 microcontroller then transfers the data
to the PC, which aggregates and transfers it securely to the study
server.

Environment Sensors for Context Assessment. We integrated sev-
eral sensors with the ESP32, including temperature, humidity, mul-
tiple brightness sensors to capture light levels from different angles,
and a CO2 sensor to monitor air quality. This environmental data
helps assess whether the workspace conditions are optimal for the
user’s performance. If conditions are suboptimal, the system can
dynamically adjust its UI behavior, such as delaying security-critical
tasks or providing additional assistance until a more favorable envi-
ronment is established. In addition, this data can be used to actively
inform users about their workspace conditions and encourage them
to make improvements, such as opening a window for better air
circulation.

4.2.5 Security Behavior Elicitation: Email Distribution and Tracking.
We used a modified version of the open-source tool GoPhish [43],
which enables us to customize additional aspects of each simulated
phishing email, including headers and metadata, to reduce the
likelihood of detection by spam or phishing filters. Each email
contains a tracking pixel and an embedded remote resource linked
to our server. When a participant opens the email, their email
client attempts to load this resource, allowing us to log the event.
However, this method is only effective if the user’s email client is
configured to load remote resources. Similarly, tracking clicks on
embedded links is achieved by directing users to a resource hosted
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Figure 2: Architectural overview of the different soft- and hardware components.

Figure 3: 3D-printed mount of for the eye-tracker and RGB
camera. Both sensors have the same alignment and can be
rotated on an embedded ball joint. The mount for the RGB
camera includes gaps for heat dissipation. All individual 3D
printed parts are designed to be printed without support and
can be finally assembled using hot glue. We additionally used
double-sided tape for steady positioning on the participants
desk.

on our email infrastructure, which can replicate legitimate login
pages. While GoPhish provides functionality to log all user input,
including usernames and passwords, we deliberately disabled this
feature for ethical and data protection reasons.

5 Deployment and User Study

To evaluate users’ real-world behaviors when exposed to phishing
attempts, we conducted a two-week deployment of our platform
at a Germany-based cybersecurity consulting firm. Our partner
organization facilitated a dedicated email-sending infrastructure
to bypass spam filters for simulated phishing messages, enabling

us to observe participants’ unguarded responses. We recruited 8
employees spanning technical and non-technical roles but initially
framed the study as investigating workplace stress rather than
phishing detection, thereby minimizing potential bias. Over the
course of the study, we discreetly sent three phishing emails to
capture participants’ physiological and behavioral reactions in situ.
In addition, we interviewed participants both before and after the
deployment to assess acceptance and perceptions of the sensors.
After data collection, we fully debriefed them about the study’s true
purpose to ensure transparency and ethical compliance. Participants
participated in our study during their regular paid working hours
thus did not receive additional remuneration. We conducted the
study in a country which does not require IRB approval, although
we followed our universities’ ethic guidelines.

5.1 Setup and Procedure

We evaluate how eye tracking and camera-based emotion recogni-
tion could be integrated into everyday workflows without disrupt-
ing routine tasks. Each participant’s workstation was equipped with
a Tobii Pro Spark eye tracker, aligned to cover one primary monitor
(participants typically used two or more screens). The Tobii Pro
software provided positioning guidelines, and we asked participants
to sit in their usual work posture for optimal calibration.

5.2 Multi-Stakeholder Perspectives

Employees. Day-to-day users expressed curiosity and mild appre-
hension about the platform’s ability to track gaze data. Although
we framed the study as a stress-related intervention, several par-
ticipants raised questions about data privacy and the potential for
“surveillance” However, a large majority were willing to partici-
pate once they were assured that raw footage would not be stored
and that personal identifiers would be removed wherever possible.
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Follow-up interviews revealed that most employees found the sen-
sors non-disruptive and had largely forgotten about them during
daily work.

IT Department. The IT team oversaw local network configura-
tions and sensor software. Their concerns involved ensuring that
the platform’s network traffic would not burden other services and
that collected data were stored securely. They noted that integrating
eye trackers into existing hardware setups was straightforward - al-
though they flagged potential scalability issues if future expansions
required more sensors per employee (e.g., multiple eye trackers).
From a security standpoint, they appreciated the system’s potential
for “just-in-time” phishing alerts but also highlighted the impor-
tance of robust privacy safeguards to avoid internal backlash.

Management. Company leadership viewed the pilot as an oppor-
tunity to test novel security solutions and to position their firm at
the forefront of user-centered cybersecurity. Still, their willingness
hinged on transparent communication about data handling and
strong consent protocols. Management liked that we conducted pre-
and post-study briefings, citing this practice as vital for building
trust. They also valued our gradual platform introduction, start-
ing with minimal sensing (eye tracking, camera) before adding
wearables or other modalities.

5.3 Reflections and Ethical Considerations

Overall, the pilot deployment uncovered key insights regarding
acceptance and feasibility. Participants did not feel overtly moni-
tored once they understood that all gaze and facial data would be
processed locally on the devices and no raw images would be trans-
mitted or stored. A few participants did note that the presence of
cameras could affect behavior in sensitive tasks (e.g., handling per-
sonal emails). Nonetheless, this initial pilot suggests that targeted,
privacy-conscious physiological monitoring can be introduced with-
out significant pushback.

By engaging employees, IT staff, and management, we obtained
a holistic view of challenges - ranging from device calibration to
potential privacy and policy conflicts. This experience supports
the notion that a multi-stakeholder focus is essential for deploying
physio-behavioral security platforms at scale.

6 Lessons Learned

Designing and deploying a platform that leverages physiological
and behavioral data for adaptive security presented practical and
conceptual challenges. This section synthesizes our experiences
from prototype development to real-world deployment, spanning
technical and human-centric concerns. We highlight how sensor
integration and calibration issues impacted system design, discuss
the user experience implications of monitoring sensitive signals,
and examine the balance of stakeholder interests within the deploy-
ing organization. Each subsection offers concrete recommendations
to guide future efforts, whether in research labs or enterprise envi-
ronments.

6.1 Development

Creating a unified platform for eye trackers, webcams, smartwatches,
and other sensors posed unique engineering and design challenges.
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Differences in sampling rates, noisy signals, and diverse organiza-
tional infrastructures required careful attention to synchronization,
data quality, scalability, and forward compatibility. This section
outlines four main obstacles, each followed by a recommendation
for future implementations.

6.1.1 Sensor Synchronization. Physiological and behavioral de-
vices generate data at varying latencies and frequencies. Slight
misalignments (e.g., a few milliseconds off) can cause gaze events
to mismatch with corresponding changes in heart rate or facial
expression, skewing subsequent analyses. We addressed this by im-
plementing time-alignment routines that standardized timestamps
across devices, retriggering them whenever a new sensor was added
or network conditions changed.

Recommendation: Adopt a robust synchronization protocol
that regularly cross-checks and updates sensor clocks. This ap-
proach ensures that moment-to-moment user states remain accu-
rately correlated.

6.1.2  Noise and Artifact Handling. Physiological signals are in-
herently prone to artifacts from environmental variability (e.g.,
lighting fluctuations, seating changes) and transient sensor discon-
nections (e.g., a smartwatch losing Bluetooth). We integrated filter-
ing pipelines that automatically flagged and replaced anomalous
readings, reducing the burden on downstream processes dependent
on stable input.

Recommendation: Incorporate automated artifact detection
and error-handling modules that either correct or gracefully discard
corrupted data. Where possible, use statistical methods resilient to
outliers.

6.1.3  Scalability and Interoperability. Organizations differ widely
in hardware, network configurations, and security policies. We
opted for standardized APIs and modular drivers, allowing us to at-
tach or remove sensors with minimal disruptions. Extension points
for existing IT systems (e.g., email gateways) also facilitated seam-
less deployment in heterogeneous environments.

Recommendation: Structure the platform around modular,
well-documented interfaces that support straightforward integra-
tion into diverse technical ecosystems. Early collaboration with IT
teams can streamline configuration and gain buy-in from security
administrators.

6.1.4  Preparing for Future Expansion. As sensor technology ad-
vances and user needs evolve, systems must flexibly incorporate
new modalities. We used a multi-tiered design that processes data
locally while aggregating high-level features in a central reposi-
tory. This architecture reduces network load and accommodates
additional sensing devices without extensive re-engineering.

Recommendation: Anticipate growth by distributing compu-
tational tasks across local nodes and retaining only essential aggre-
gated metrics in a secure store. This design mitigates latency and
scales with both new sensors and increasing user bases.

6.2 Deployment

Introducing our physiology-based platform into a real-world work
environment revealed a range of practical, organizational, and
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human-centric considerations. On a technical level, sensor cali-
bration emerged as a major challenge. Although precise calibration
can yield higher data fidelity, it also increases the burden on partic-
ipants, who often expect minimal disruption to their regular tasks.
We also encountered hardware constraints, such as desk layouts
with multiple monitors and inconsistent lighting conditions, which
necessitated adaptive calibration strategies and frequent configura-
tion checks. Organizational factors, such as local IT policies and
employees’ privacy expectations, further influenced our approach -
underscoring the need to integrate seamlessly with existing infras-
tructures and to address user concerns transparently.

Below, we present four recommendations arising from these ob-
servations. Each recommendation summarizes the rationale behind
our design decisions and highlights how future deployments can
generalize lessons learned.

6.2.1 Minimize Calibration Overhead. Sensor calibration can affect
user acceptance. While a multi-step process might enhance data
accuracy (e.g., better gaze tracking), participants often view it as
an added task, interrupting their workflow or daily routines. In our
deployment, employees showed a clear preference for brief, auto-
mated calibration and for using metrics inherently tolerant of minor
misalignments (e.g., fixation length or pupil dilation) over metrics
such as absolute gaze position, requiring meticulous calibration.

Recommendation: Deploy sensors and metrics that demand
minimal user intervention. Where possible, conduct automated
calibration or use passive indicators (like pupil dilation) that do not
require repeated user actions.

Reducing calibration steps shortens onboarding time, encourages
participation from less tech-savvy users, and lowers the risk of
calibration drift during prolonged usage. This approach ultimately
expands the range of contexts where physiology-based sensing can
be seamlessly introduced.

6.2.2 Design for Environmental Variability. Office environments
are rarely uniform. Lighting conditions can change over the course
of the day, seats and monitors can be rearranged, and employees
may frequently switch tasks or devices. These variations can de-
grade the accuracy of vision-based sensing (e.g., eye tracking, facial
expression analysis) and introduce artifacts in physiological data
(e.g., from changes in posture or desk height).

Recommendation: Develop adaptive or periodic re-calibration
protocols and consider integrating additional environmental sen-
sors (e.g., ambient light detectors) to adjust image-processing pa-
rameters automatically.

Proactive adaptation ensures the system maintains robust per-
formance under changing conditions. It also offloads effort from
end users, who otherwise would need to manually re-calibrate or
troubleshoot upon changes.

6.2.3  Respect User Constraints. Employees’ concerns about privacy
and workload shaped their openness to physiological monitoring.
Many worried about being constantly recorded or believed physio-
logical data might be used to evaluate their job performance. Our
pilot suggested these worries subside when users understand how
data is handled, can pause or disable sensors, and see a tangible
benefit from the system.
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Recommendation: Combine transparent consent mechanisms
with clear communication of benefits. Provide users with the ability
to opt-out or temporarily disable sensors and clarify what data is
recorded, how it is stored, and who has access.

Giving employees control and reassurance fosters trust, lowers
the risk of backlash, and can increase engagement. Genuine user
buy-in is vital for sustained real-world use - particularly in contexts
involving sensitive data like stress or emotional states.

6.2.4  Challenges of Integrating with Existing Applications. Although
our platform enables us to capture physiological and behavioral
data, integrating adaptive security interventions directly into core
productivity tools, such as modifying the email interface to high-
light suspicious links, proved significantly more difficult. Organi-
zational policies often restrict third-party modifications to email
clients, and IT departments must balance research goals against
reliability, security, and employee productivity. These constraints
limited our ability to experiment with dynamic Ul elements or gaze-
aware interaction cues in situ. Future work may explore sandbox
simulations, staged roll-outs, or working with software vendors to
enable such interventions.

6.2.5 Reliability challenges. Because the deployment was our ini-
tial real-world pilot, we limited the sensing modalities to eye track-
ing and an RGB camera for facial analysis. Since participants used
multiple monitors and the Tobii Pro Spark eye tracker featured a
narrow field of view, eye tracking frequently dropped out when par-
ticipants moved their heads or shifted their attention across screens.
In addition, several participants changed their workplace during
the study and reassembled the sensors without proper recalibration,
which further decreased data accuracy. We encouraged participants
to behave naturally to ensure ecological validity, but these factors
led to a substantial amount of incomplete or inconsistent gaze and
facial data. As a result, we were not able to reliably correlate physio-
logical signals with phishing email interactions. In future work, we
plan to extend the setup to multiple eye trackers (one per monitor)
or devices with a wider field of view to capture a more complete
picture of user attention patterns. During the study, employees
carried out their normal tasks while wearing no additional devices.
After the study we debriefed participants and conducted short semi-
structured interviews to address their experiences and potential
concerns.

Intermediate Summary. Taken together, these recommendations
reflect the multifaceted realities of deploying a physio-behavioral
security system. Although our observations stem from a single or-
ganizational setting, the core principles of minimizing calibration,
designing for changing environments, aligning with existing in-
frastructure, and respecting user constraints are broadly applicable
to other domains - from education to healthcare to government
agencies. By proactively considering these dimensions in new de-
ployments, developers can avoid common pitfalls, streamline adop-
tion, and ultimately deliver more reliable, user-centered security
solutions. One additional challenge was the difficulty of modifying
existing interfaces such as email clients, which are often tightly
controlled by corporate IT policies - highlighting the practical gap
between conceptual interventions and real-world implementation
constraints.
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6.3 User View

Users’ perceptions and willingness to adopt physiological mon-
itoring emerged as crucial in determining the system’s overall
acceptance. Privacy concerns and fears of surveillance surfaced
early on, with some participants worrying that data might be used
to evaluate performance or scrutinize personal habits. Over time,
transparent communication about how data would be collected,
analyzed, and stored effectively alleviated most apprehensions.

"In the beginning I noticed the sensors a lot, but af-
ter a few days I fell accustomed to it since I it is just
another camera around me anyways (besides the nor-
mal webcam on my PC). One behavior I did change,
however, is that I did not eat at my desk anymore
since I felt watched doing that."

One participant was particularly concerned about client data:

"It was important for us that no audio data was recorded,
since we have a lot of confidential client data. For ex-
ample, when we directly talk to clients or colleagues.
I would not worry too much about my personal data,
since I mostly talk about personal stuff in the coffee
kitchen."

Users particularly valued the ability to pause or disable monitor-
ing devices, such as covering the camera lens or deactivating eye
tracking, which bolstered their sense of control.

"I found the onboarding process good and necessary. I
also found the research context with the involvement
of a university reassuring.’

Opinions on the potential benefits of the system varied. Although
some participants appreciated adaptive security alerts (for example,
additional prompts when they appeared inattentive), others consid-
ered them intrusive, especially if false positives interrupted daily
workflows. One participant mentioned his previous experience with
smart tech:

"I am not a fan of "High-End devices", for example my
washing machine that wants to tell me using Al how
I should wash my laundry. I would never use that, I
think I could decide better myself what is correct."

This balance between proactive defense and minimal disruption
appeared to be a key factor in building long-term trust and engage-
ment.

Participants also mentioned their altered work environment:

"We have limited space on our desk so this additional
thing took even more space away."

Below, we outline three core recommendations to maximize user
acceptance and comfort with physio-behavioral security platforms.

6.3.1 Provide Transparent Data Handling. Many users fear misuse
or accidental exposure of highly personal physiological data. Clear
disclosures regarding data storage, anonymization or aggregation,
and permitted uses went a long way toward easing these worries.

Recommendation: Publicize policies detailing how, when, and
why the system collects data, and give users easy-to-read summaries
of retention periods and access rights.

Being upfront about data handling practices builds credibility
and reassures participants that their privacy remains a priority.
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This transparency can also reduce speculative fears about covert
surveillance or hidden data-sharing practices.

6.3.2  Offer Direct User Control. A recurring theme in user feed-
back was the desire for personal agency. Even if the data collection
seemed benign, users favored having the option to disable monitor-
ing temporarily - such as toggling off eye tracking.

Recommendation: Integrate opt-out or pause features, and
provide physical means to block sensors (e.g., camera covers)

Granting control over data capture not only respects personal
comfort levels but can also boost user buy-in, as participants per-
ceive the system as voluntary rather than imposed.

6.3.3 Design Minimally Intrusive Interventions. Adaptive security
alerts should align with user workflow and cognitive load. Even
well-intentioned warnings can feel disruptive if triggered too fre-
quently or at inopportune moments - particularly if false positives
are common.

Recommendation: Personalize or throttle interventions to oc-
cur only when the risk is high or users appear genuinely inattentive.
Provide customization settings that let individuals fine-tune inter-
vention frequency and intensity.

Overly invasive or misaligned interventions can erode trust and
lead to alert fatigue, undermining the system’s goal of improving
security.

Intermediate Summary. By combining transparent data handling,
user-driven controls, and thoughtfully timed interventions, practi-
tioners can mitigate common concerns around privacy and auton-
omy. Although individual preferences may differ across workplaces
or cultural contexts, these strategies form a scalable foundation
for user-centric deployment. When users feel respected and gen-
uinely benefit from adaptive security measures, they are more likely
to engage meaningfully, thereby amplifying the system’s overall
effectiveness.

6.4 Stakeholder View

Our deployment revealed differing priorities across stakeholders:
IT, management, and employees. While all saw value in physio-
logical monitoring for security, concerns varied: IT teams focused
on technical integration, processing overhead, and maintenance;
management emphasized strategic benefits, ROI, and privacy safe-
guards; and employees were split between appreciating real-time
alerts and fearing surveillance or misinterpretation of data. A key
challenge was separating stress from legitimate threats versus ev-
eryday job pressures. The following recommendations aim to bal-
ance these concerns and guide stakeholder-aligned implementation
of physio-behavioral security.

6.4.1 Institute Iterative Feedback Loops. Stakeholders may have
evolving or even conflicting needs over time. Regular check-ins can
reveal overlooked issues (e.g., rising maintenance costs or employee
discomfort with a specific sensor) and support agile adjustments.

Recommendation: Schedule periodic reviews involving IT staff,
management, and user representatives to assess data governance,
usability concerns, and evolving security requirements.

This inclusive process helps maintain alignment, increases buy-
in, and surfaces implementation challenges early, reducing the risk
of large-scale user resistance or technical dead ends.
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6.4.2 Clarify and Contextualize Physiological Signals. Real-world
deployments require clearly communicating what physiological
data can and cannot reveal. Many false alarms or misinterpretations
arise from normal fluctuations in stress unrelated to security threats.

Recommendation: Couple physiological metrics with contex-
tual cues - such as user-initiated feedback or system logs - to avoid
conflating legitimate security risks with routine job stressors.

Contextualizing signals fosters trust among employees, reas-
suring them that data-driven security decisions are informed by
multiple sources rather than simplistic or purely automated inter-
pretations.

6.4.3 Balance Security Gains with Operational Feasibility. While
management may support innovative solutions, IT teams must
ensure sustainable integration, and employees must not feel over-
whelmed. Management may hesitate to adopt additional hardware
due to higher costs and commitment, preferring software-only op-
tions that are easier to deploy and remove. However, this can reduce
detection accuracy when relying solely on existing inputs such as
mouse movements, typing behavior, or gaze tracking through stan-
dard webcams.

Recommendation: Invest in robust but lightweight architec-
tures that minimize system overhead, ensure easy maintenance,
and integrate seamlessly with existing tools. Evaluate return on in-
vestment through pilots that quantify both security improvements
and operational costs.

A balanced solution that delivers tangible security benefits with-
out overwhelming technical or human resources is more likely to
gain lasting acceptance across the organization.

6.5 Utopian and Dystopian Scenarios

Looking beyond our deployment, physio-behavioral security can be
imagined along two very different trajectories. In a utopian vision,
the platform enhances security while remaining largely invisible to
users. Interventions would occur only at the right moments — for
example, highlighting a suspicious email when a user is distracted,
or deferring a password change until workload is low. In such a
scenario, users feel supported rather than burdened, and organiza-
tions benefit from reduced incidents without compromising trust.
Security becomes a cooperative partner, adapting seamlessly to the
rhythms of daily work.

At the same time, a dystopian vision is easy to imagine. The very
same signals that enable adaptive interventions could also be repur-
posed for surveillance and control. Physiological measures of stress
or attention could be used to evaluate productivity, enforce compli-
ance, or even discipline employees. In contexts with strong power
asymmetries, such as schools, prisons, or authoritarian regimes,
this misuse could extend far beyond security, turning physiologi-
cal monitoring into a tool of coercion. Even in corporate settings,
function creep may gradually transform a supportive security tool
into a mechanism of performance evaluation.

These dual scenarios highlight the importance of drawing clear
boundaries. We argue that the platform should not be implemented
in environments where meaningful consent cannot be given, or
where data is likely to be exploited for non-security purposes. Phys-
iological signals should never become inputs for managerial over-
sight, hiring or firing decisions, or political surveillance. Instead,
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the system’s use should remain confined to contexts where trans-
parency, privacy safeguards, and user autonomy can be assured.

Intermediate Summary. Addressing the needs of IT, management,
and users calls for a holistic, collaborative technology adoption
model. By establishing iterative feedback loops, contextualizing
physiological data, and actively weighing security benefits against
deployment complexity, organizations can tailor solutions respect-
ing stakeholder concerns. This multi-perspective approach not only
eases initial rollouts but also enhances long-term sustainability, en-
suring physio-behavioral security becomes a trusted component of
organizational defenses. At the same time, considering both utopian
and dystopian scenarios reminds us that the very same capabilities
that enable supportive, well-timed interventions could also be mis-
used for surveillance or control, underscoring the importance of
strong governance and clear boundaries for deployment.

7 Adaptive User Interfaces

While our platform focuses on real-time physiological and behav-
ioral signal acquisition and processing, a critical next step is to
get user interfaces to react meaningfully in response to inferred
user state. Leaning on our data streams and on principles estab-
lished in the physio-behavioral security paradigm, we propose two
forms of adaptive interventions: (1) general state-based adap-
tations, responding to long-term user states such as fatigue or
stress, and (2) in-situ reactive changes, responding to present or
sudden changes in user physiology or behavior while engaged in
security-related tasks.

7.1 General User State-Based Adaptions

To move beyond passive sensing, our platform enables interfaces
that adapt to user states like fatigue, stress, or inattention, thus
avoiding security-critical tasks to when users are most receptive or
at risk.

Phishing Email Timing: When signs of fatigue or low attention
are detected, the system can hold back potentially suspicious emails
until the user is more alert, helping prevent inattentive interactions.

Deferred Security Prompts: Tasks such as password changes, soft-
ware updates, or configuration dialogs can be postponed if the
user’s physiological signals indicate cognitive overload, frustration,
or poor environmental conditions (e.g., high CO3, low light).

7.2 In-Situ Reactive UI Changes During Security
Tasks

Reactive interfaces respond to sudden changes in the state of the
user during security tasks, offering timely nudges to reduce risks.

Phishing Awareness Support: If eye tracking reveals a lack of
fixation on sender details or links in an email, the interface can
reactively highlight these elements, slow link activation, or request
confirmation before interaction.

Password Reuse Nudging: Based on gaze and typing dynamics,
the system can infer the likelihood of password reuse even before
text input is complete [6]. A gentle in-line prompt can then suggest
stronger alternatives or trigger the password generator.
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Stress-Triggered Flow Interruption: Sudden spikes in heart rate
variability or electrodermal activity during sensitive tasks (e.g.,
email handling or device setup) can trigger Ul pauses, simplified
views, or an option to defer the task.

Emotion-Aware Guidance: Real-time facial analysis (via the RGB
camera) can detect confusion or frustration and proactively offer in-
context explanations, visual cues, or calming interface adjustments.

7.3 Implementation Considerations

These examples show how adaptive interfaces can be integrated
into our platform, but practical use requires balancing support and
intrusiveness. Although our architecture enables technical integra-
tion, our current deployment did not include such interventions due
to inconsistent sensor reliability in real-world conditions. Future
work should refine UX patterns, escalation logic, and personal-
ization. Interventions must remain transparent, overrulable, and
minimally disruptive to maintain user autonomy and privacy.

8 Future Work

Merging Data Streams and Real-Time Interventions. This research
provides a solid foundation for collecting and processing physiolog-
ical data in real-world conditions. Moving forward, a key priority is
combining diverse data streams into a unified, real-time monitoring
and intervention system. Leveraging edge computing would mini-
mize latency and strengthen privacy by retaining sensitive sensor
data on the user’s device rather than transmitting everything to
the cloud.

Expanding the Range of Physiological Signals. Additional modal-
ities such as EEG or voice-based stress analysis could refine user
state estimation and expand the coverage of cognitive and emo-
tional cues. Integrating consumer wearables, for instance, fitness
trackers, might also yield more context-aware interventions that
account for daily rhythms or physical activity. These enhancements
could better personalize security responses without imposing ex-
cessive user burden.

Overcoming Multi-Monitor Constraints. One limitation observed
during our deployment stemmed from single-eye-tracker setups
in multi-monitor workspaces, which left gaps in gaze data when-
ever participants shifted focus to a secondary screen. Future it-
erations should explore multi-tracker configurations and develop
new methods for calibrating and synchronizing gaze streams across
devices. This approach will require further testing to evaluate feasi-
bility, computational overhead, and user acceptance in productivity-
driven settings.

Personalizing Security Interventions. Scalability depends on tailor-
ing security mechanisms to individual users, based on past behavior
and physiological responses. Adapting the frequency and inten-
sity of interventions according to user context and preferences
can prevent intrusiveness while preserving effectiveness. This di-
rection includes implementing granular privacy controls that let
users selectively opt in or out of specific sensors, fostering trust
and adoption in heterogeneous organizations.

Enhancing Usability and Engagement. Effective alerting mecha-
nisms should prioritize critical warnings while suppressing trivial
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ones, reducing the risk of alert fatigue or user desensitization. Gam-
ified or interactive security training - integrated with real-time
physiological feedback - could further reinforce positive security
habits and boost user engagement, making the learning experience
more intuitive and less disruptive.

Detecting Insider Threats. Another research avenue involves ex-
amining whether shifts in stress or cognitive load patterns can
predict malicious behavior from within an organization. By identi-
fying precursors to critical events such as data leaks or unauthorized
access, physio-behavioral indicators might inform proactive risk
models and help organizations intervene before damage occurs.

Scaling Up Through Field Studies. Finally, large-scale field eval-
uations in corporate and other professional contexts are essential
for validating physiological security over extended periods. Such
studies would reveal how variations in user behavior, device con-
figurations, and network environments affect system performance
and acceptance. Building on these insights, future research can
drive the advancement of more adaptive, user-centric, and privacy-
preserving security solutions that embed seamlessly into everyday
workflows.

9 Conclusion

This work presents a platform that integrates physiological and
behavioral signals to enhance security mechanisms through adap-
tive, context-aware interventions. By leveraging multi-modal data
sources such as gaze tracking, heart rate variability, and keystroke
dynamics, our approach enables real-time assessment of user states,
allowing security measures to be dynamically tailored to individual
cognitive and emotional conditions. Our exploratory deployment in
a real-world setting demonstrates the potential of this approach to
improve security effectiveness while maintaining user acceptance.

However, our findings also highlight key challenges, including
the need for robust data processing to handle physiological signal
variability, user concerns regarding privacy and transparency, and
the complexities of integrating such systems into existing IT infras-
tructures. Our findings further underscore that while activation-
related states such as attention and stress can be captured with
reasonable reliability, inferences about valence, intent, or broader
mental states should be treated with caution. Future research should
focus on refining adaptive security mechanisms, ensuring privacy-
preserving data processing through edge computing, and conduct-
ing longitudinal studies to evaluate long-term user acceptance and
effectiveness.

Ultimately, this research highlights the potential of physiology-
aware security solutions to bridge the gap between human factors
and cybersecurity. By adapting security interventions to real-time
user states, such approaches can enhance protection without im-
posing unnecessary friction. However, their success depends on
balancing effectiveness with privacy, ensuring transparent user con-
trol, and integrating seamlessly into existing security frameworks.
At the same time, our work underscores that physiology-based
warning systems demand very high accuracy to avoid false pos-
itives and user fatigue. As a result, pre-emptive, context-aware
interventions may be the more feasible application in the near term.
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We hope our work will pave the way for more research in this area.
We plan to release our platform for other researchers to use.
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